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1. OBLUUE NMONOXEHUA NO YMNPABJIEHUIO UHOOPMALIMOHHON

BE3ONACHOCTbLIO

1.1. TepMuHbl, onpegeneHUa U CoKpalleHus

TepmMuH OnpegeneHune
AKTUB Mpon3BonbHbIN OBBLEKT, NPEeaMET UNU CYLHOCTb, KOTOPLIE UMET
noTeHumarnsHy nnu daktTuyeckylo LeHHocTb ans ObuwecTtsa
NHbopmaLMOHHbIA PasHoBuMOHOCTL akTuBa, npencraeBnsawlLas cobomn Mchopmau.mo
pecypc Ha MarepuanbHOM HocUTerne
AoMunHUCTpaTop PabotHuk Ob6LecTBa, HageneHHbI NpaBaMyM agMUHUCTPUPOBAHUSA

WH(POPMALMOHHbLIX aKTMBOB, B 00513aHHOCTU KOTOPOro BXOAOAT
nogaepxka HeobXoAMMbIX 3alUTHBIX Mep W obecnedeHue
UCMNoMnb30BaHUA WHGOPMAaLMOHHOIO pecypca B COOTBETCTBUM C
TpeboBaHUAMN BNagernbLUeB 3TUX PECYPCOB

BusHec-npouecc (bI)

Cuctema nocnegoBaTenbHON, LeneHanpaBneHHOW AeATENbHOCTHU,
Heobxoaumon nons OCYLLECTBIEHNS BGusHec-noTpebHocTeln
O6LwecTBa

Bnageney,
WH(POPMaLIMOHHOIO
pecypca (aktuea)

PaboTHuk ObLiecTBa, HageneHHbI NOSIHOMOYMAMM 1 OTBEYAIOLLMIA
3a yTBepXaeHue npaB [ocTyna K akTMBY B COOTBETCTBUM C
NPUHLMNOM NPOU3BOACTBEHHOW HEOOX0ANMOCTU

BpegoHocHoe MO

KomntoTepHas nporpaMmma nnbo nHas KomnbioTepHas nHdopmMauus,
3aBefoMO  npefHasHayeHHble  AnA  HEeCaHKUMOHUPOBAHHOMO
YHUMTOXEHUSA,  GnokupoBaHus, moauduKauum,  KONMUPOBAHUS
KOMMbIOTEPHON MHPOPMaLIMK UM HEUTPanNn3aunum cpeacTs 3aLuuThbl
KOMMbIOTEPHON nHOpMaLmMK

6esonacHocTb (MB)

OemunutapusaoBanHHasa | CErMeHT  BbIMUCNUTENbBHOW  CeTW, $BHO BblAEMEHHbIM  Ons

3oHa (OM3) pasmMelleHna CcepBUCOB, OTBeYalLWMX Ha 3anpocbl U3 cetn
VIHTEpHeT, U orpaHUYeHHbIN B A0CTYNEe K OCHOBHbIM CErMeHTaM CEeTH
C NOMOLLLK MEXCETEBOIO 3KpaHa

HoctynHocTb CBoncTBO MHGOPMaLUN, KOTOPOE XapakTepuadyeTca obecneveHuemM

uHdbopmMaumnu 6ecnpensiTCTBEHHOro U CBOEBPEMEHHOIo AOCTYNa K Hell CyObeKToB,
UMEKLLNX HA 3TO NMONHOMOYUSA.

WHbopmaumnoHHas CocTosiHue sawmiieHHOCTU uHTepecoB (uenen) ObLyecTBa OT yrpo3

B UH(popMaLUOHHOM cepe, a Takxe COXpaHeHue
KOHUAEHUMANBHOCTU, LENOCTHOCTU M JOCTYMHOCTU MHopMaummn

WHhopMaLnoHHbIe
TexHonoruu (T)

Mpouecckl, MeToabl noucka, cbopa, xpaHeHus, 0bpaboTKy,
npegocTaBneHnsl, pacnpocTpaHeHus WHdgopmauum U cnocobbl
OCYLLIECTBINEHNS TaKMX NPOLECCOB U METOL0B

MHungeHT
WUHpopMaLMOHHON
GesonacHocTu

OAHO UM HECKONbKO HexenaTtefbHbIX COObITUIA MHAOPMALIMOHHOM
©e30nacHoOCTU, C KOTOpPbIMKW CBsi3aHa BEPOSTHOCTb HaHeceHUs
ywiepba [OCTYNHOCTU, LEMNOCTHOCTU UMM  KOHMUAEHUMANsHOCTU
WHpopmauuun, xpaHuMom U oGpabaTtbiBaemMolr B FIOKanbHOM
BblMUCNIUTENBHOW ceTn ObLecTBa

UT-uHdppacTpykTypa

COBOKYMHOCTE  MH(OOPMALUMOHHBLIX TEXHOMOMMA U TeXHUYECKUX
cpefcTB, obecneymBalolmMx XxpaHeHue, 00paboTky W nepegavy
nHcbopmMaLum

Kommepueckas TanHa

Pexum koHupeHuuanbHOCTM WMHGOpMauuKM, NO3BONSAKWUNA ee
oBnaparenio Npu CyLLECTBYOLWNX U BO3MOXHbIX 06CTOATENLCTBAX
YyBENMMYUTL  JoxoAdbl, uU3bexaTe HeonpaBAaHHbIX  PaCXO4oB,
COXpaHUTbL MONIOXEeHWe Ha PpbiHKe ToBapoB, paboT, ycnyr wunu
NONYy4UTb UHYK KOMMEPYECKYIO BbIroady




KoHTpareHT Opugnyeckoe wnu  usnyeckoe nuUUO, uUcnonbaywwee WUT-
nHgpactpyktypy OOO «UHBeCTXuMArpo» npu  UCMNONMHEHUM
rpakgaHCKo-NpasoBOro Aorosopa (NoApsSAYUK, NOCTaBLLMK, NapTHEP,
KOHCYIbTaHT, CTaxep, NPakTUKaHT U T. 4.)

KoHduaeHumansHocTs | CBOWCTBO MHPOPMALIMU, KOTOPOE XapaKTEPU3YeTCA COXpaHEeHneM ee

nHopMaLnn B TaiHe OT CYOBLEKTOB, HE UMEKLMX NPaB Ha 4OCTYN K HeW

JlokanbHas Yactb WUT-uHdpacTpyktypel OOwectBa, wucnonb3yeMas [Ans

BblYMCNIUTENbHASA CETh | Nepegayu nHpopmMaLmm

(NBC)

MexxceTeBow aKkpaH,
Firewall

[MporpaMMHbIA N nNporpaMmHo-annapaTtHein - anemeHtT JIBC,
OCYLUECTBINAWUA KOHTPOMb U (UNbTpauuio NPOXOASALLEro vepes
Hero ceTeBoro Tpadiuka B COOTBETCTBUU € 3a4aHHLIMU NpasunamMu

HapywwuTrensb CybbekT, peanuayoLnii yrposbl MHopMaLMoHHo 6e3onacHoCTu
HCLO HecaHKLMOHMPOBaHHBIA OCTYI

H3T HekBanudunumpoBaHHas SNeKTPOHHaA NOANUCH

O6LwecTBO OO0 «MHBecTXMArpo»

OnepauunoHHas Komnnekc  B3auMMOCBSI3aHHbIX  MporpammM, npeaHasHavYeHHbIX

cucrema (OC)

ansa ynpasneHus pecypcamu KOMMbIOTEPA n
B3aUMOJEUCTBUSA C NOMNb30BaTENIEM

opraHvsauuu

Maponb CpeacTtBo npoBepku NUYHOCTM Monb3oBaTend And Jdoctyna K
pecypcam JIBC, o6ecneunBaroLLee naeHTUuKaunio U
ayTeHTUUKaUMID Ha OCHOBE CBEAEHWW, W3BECTHbIX TONbKO
NnonL30BaTento

MporpammHoe MNporpamma MMM MHOXECTBO MpOrpaMM, WUCMOMb3yeMblX Ans

obecneyenue (M0O) ynpasnexus 98M

MonuTtuka MNonutnka  unHdopmaumoHHo  GesonacHocTH,  yTBEPXKOEHHas
Pykosoguternem OO0 «MHBecTXMMAIrpo»

Monb3oBartenb INvuo, rpynna nuy  unu  opraHuMsauusi,  UCMONb3yHLue
UHDOPMaLUMOHHBIE akTMBbl O6ulecTBa B LeNAX pelueHus 3agau,
OTHECEHHbIX K UX KOMNEeTeHLNN

Mar MpocTas anekTpoHHas Noannch

PernameHnt PernameHT ucnonb3oBaHa MHMOPMAUUOHHBIX pecypcoB OO0
«HBECTXUMArpO» (gaHHbI JOKYMEHT)

Puck CobblTe  mHpopmaumoHHOM  GesonacHocTW, uUMelolee [aBe

UH(OPMAaLMOHHOM XapaKTepucTUKU: BEPOSTHOCTbL HacTynneHust cobblTus U yLiepO

GesonacHoCTH BCNeACTBME HACTYNEHUs 3TOro cobbITUS

C3K Cpeactsa 3awWwmTbl MHOPMaLNK

CK3U1 CpencTtsa kpuntorpadmyeckor 3atmutbl MHopMaLK

Yrposa $akTop MNM  COBOKYMHOCTb haKTOPOB, CO3JAlOLWMUX OMNacHOCTb

NH(OPMaLIMOHHON HapyLwweHusi LenoCcTHOCTN, OOCTYMHOCTU 7 (nnn)

Ge3onacHocTu KOHbMAEeHUMaNbHOCTU MHpopMaLmm

YNb YnpaeneHue nHgpopmaunoHHON 6e30nacHOCTU KOMNaHUN-NapTHepa,
OoKasblBatoLlemn O6wecTBy Ha OCHOBaHUK aorosopa
KOHCYIbTaumoHHble  ycnyrm B obnactm  MHAOOPMAaLMOHHOMN
B6esonacHocTu

YUT CooTteeTcTBYIOLWIUE noapasgeneHus KOMMaHun-napTHepa,
okasbiBatowen OOBLeCTBY Ha OCHOBaHMM [OroBopa Ycryru B
o6nacTn MHMOPMaLMOHHBIX TEXHOMOTUIA

Ya3BUMOCTb Cnaboe mecTto B WH(OPMAUMOHHOW CUCTEME, KOTOpOe MOXeT

npuBecTU K HapyweHuto LEeNOCTHOCTH, N

kOHMAEHUMAaNbLHOCTY MHpopMaLIum

OOCTYNHOCTU




LlenoctHocTb
MHopMaLnK

CBoWcTBO MHOPMaLUK, KOTOPOe xapakTepusyeTcs obecreyeHuem
ee [JOCTOBEPHOCTU 1 NOJTHOTHI

Security information
and event
management (SIEM)

Knacc nporpammHbIX MPOAYKTOB, MpefHasHadeHHbIX Ans cbopa u
aHanusa nHcpopmaLmm o cobbITUSX Ge30MacHOCTH

RAID

N36bITOYHBIN MaccrB He3aBUCUMMbIX (CaMOCTOATENbHLIX) AUCKOB —
TeXHoNnorua BUpTyanusaumMm AaHHbIX gna o6GbeauHEeHMst HECKOMbKMX
bun3nyecknx [UCKOBBIX YCTPOWUCTB B rOMMYEckuit mMoaynb Ons
MOBbILUEHUSI OTKa30yCTONYMBOCTU WU NPOU3BOANTENBHOCTYU

RAT

YTUnuThbl yaaneHHoro ynpaeneHusi (a4MUHUCTPUPOBaHUS)

VLAN (BupTyanbHas
rnokanbHas
KOMIMbLIOTEPHAs CETh)

TexHonorusi, nNo3Bonsiowas NPOU3BECTU FPYMMUPOBKY HECKOMbKNX
cucTeM B BblOENeHHY ceTb 6e3 uanyeckoro omeneHm 3TUX
cucTem ot oblen cetu

VPN (BupTyanbHas
‘yacTHas ceTb)

TeppuTopuanbHO pacnpefeneHHast KoprnopaTuBHas nornyeckast
ceTb, co3faBaemasi Ha 6ase yxke CyLLeCTBYIOLUX ceTel (MoKamnbHbIX
KOPMopaTuBHbLIX  CETeBbIX CTPYKTYp, ceTel CBs3n  obLlero

nonb3oBaHusa, cetu UHTepHeT, ceTei cBA3M OnepaTtopoB CBA3W),
MMeLlas CXOAHbIM € OCHOBHOW ceThlo Habop ycnyr w
OTNUYaILLAACSA BbICOKUM YPOBHEM 3aLUUTbI JAaHHbLIX

1.2. HasHaveHue n obnactb gericTBua PernameHTta

1.2.1. Uene PernameHTa

Llenbio PermameHTta siBNseTcs UCNOMHEHWE MonoXeHWin Monutukin MHAOPMAaLMOHHON
Ge3onacHoCT B YacTU perynupoBaHus ucrions3oBaHua WUT-uHdpacTpyktypel O6liectsa
KOHTpareHTamum.

PernameHT paspabotaH ¢ yyeToM TpeboBaHWN 3akoHOAATENLCTBA, MEXAYHAPOHbIX
W HauMoHanbHbIX CTaH4apToB, a Takke nydylux npakTuk B obnactu WMHMOpPMaLUOHHOM
GesonacHoCTuU.

TpeboBaHua OaHHOro PermameHta MoryT ObiTb ycuneHbl unu ocnabreHbl B Kaxaom
KOHKPETHOM Cnyyae Ha OCHOBe pesynbTaToB oueHku puckoe b pabotHukamun YUB.

1.2.2. O6nacTb gelicTBuda PernameHTa

Hacrosiwnin PernameHT npumeHsieTca Ha ypoHe O6LUuecTBa U NpuU B3anMMOLENCTBUM
C KOHTpareHTamu, ucnonbsyrwowmmm UT-uHdpactpyktypy ObwecTsa.

Tpe6oBaHus PernameHTa aBnsitoTca 06A3aTeNbHLIMU ANA UCNOMHEHUS! KOHTPareHTaMu B
nepuog wucnonb3oBaHnsa WUT-uHdpacTpyktypel Obuwectsa. COOTBETCTBYHOLWME MONOXEHUS
AOIMKHbI BbITb BKIMIOYEHbI B 06513aTeNbCTBA KOHTpAareHTa no 4oroBopy (MPUoXXeHue).

Tpe6oBaHus faHHOro PernameHTa NPUMEHSIIOTCS KO BCEM TEXHOMOMUSIM, KOMMbIOTEPHON
TEXHUKE, CETSM, NPUINOXEHUSIM, aBTOMaTU3NPOBaHHLIM U OnepaumoHHbIM cuctemam OB6LLecTBa,
K npoueccaMm afgMUHUCTPUPOBAHWS, COMPOBOXAEHUS W UCMOMb30BaHUS WHMOPMALMOHHbIX
cuctem Ob6LlecTBa.

Wcnonb3oBaHve uHdopmaumoHHbIX akTuBoB OO6LiecTBa, BHe 3aBUCUMOCTU OT LEnu,
aBToMaTUYeCKM  HaknagblBaeT . OTBETCTBEHHOCTb MO  cobmwogeHuto  TpeboBaHuUiA,
npeaycMoTPEHHbIX AaHHbIM PernameHTom.

1.3. CooTBeTcTBUE 3aKOHOOATENIbCTBY

1.3.1. [leAtensHOCTb KOHTpareHTa no obecneveHuto UHpopMaunoHHon 6Ge3onacHocTr
AOIMKHa cooTBETCTBOBaThL TpeboBaHMAM OeNCTBYIOLWEro 3aKkoHoAaTeNbLCTBA.



1.3.2. KoHTpareHT 4o/mKeH MMeTb COOTBETCTBYIOLINE NMULEH3UU Ha Bubl OEATENbHOCTU
no obpaboTke 1 3awmte uHcdopmauum, onpeaereHHble AeNCTBYIOWNM 3aKOHO4aTEeNbCTBOM Kak
nognexawiue nueH3npoBaHuIo.

1.3.3. Vcnonb3oBaHue KOHTpareHTOM 0OBHEKTOB aBTOPCKOrO nNpasa N UHTENTeKTyansHom
COOCTBEHHOCTU OMYCKAETCH TOMbKO NPU HaNM4ymMm UCKNIOYUTENbHbLIX Npas UM Ha OCHOBaHUA K
B pamMKax NIMLUEH3UOHHbIX cornalleHuid ¢ ux npasoobnagatenamu.

1.3.4. O6paboTka nepcoHanbHbIX AaHHbLIX [OMKHa OCYLWEeCTBNSATLCH KOHTpareHToM
B COOTBETCTBUY C TREeBOBaHUSMN OENCTBYIOLLEro 3akoHogaTenbCcTBa 1 3aKnio4eHHOro Aorosopa.

1.3.5. lHdhopMaUMOHHEIE CUCTEMbI KOHTpareHTa AOSMKHbI PEerynsapHo npoBepATbcs Ha
npeaMeT cooTBeTCTBUA TpeboBaHuam ObLiecTBa B 06nacT MHGMOpMaLUUOHHOM 6Ge3onacHoCTH.

2, PONIM U OTBETCTBEHHOCTb 3A OBECMNEYEHUE WH®OPMALIMOHHON
BE3OMNACHOCTIU

21. [lpeacTtaBuTenu KOHTpareHToB

KoHTpareHTbl B pamkax UCNONHeHUs TpeboBaHuin PernameHTa HeCyT OTBETCTBEHHOCTb 3a:

- 03HaKOMIEeHUe MNOAYUHEHHbIX PaOOTHUKOB, WCMONMHUTENEn ¢ TpeboBaHMAMU
PernameHTa;

- BbiNnosiHeHMe TpebGoBaHuii PernameHTa;

- KOHTPOMNb  BbLINOMHEHUST  NOOYMHEHHbIMU  pabOTHUKaMW,  UCMOMHUTErNSMU
TpeboBaHun PernameHTa;

- copelicteue npeactaButensam OO6LecTBa B CNYyxebOHbIX paccnegoBaHUsAX Mo
cakTam HapyLweHus TpebosaHun Vb;

- CBOEBpEeMEeHHOe NnpefocTaBneHne TpebyeMbiXx JOKYMEHTOB U UHOW uHdopMaunn
YyNonHOMOYeHHbIM npeactaButensm ObLwecTsa.

2.2. YnpaBneHue UH¢OpMaLUOHHON GE30NacHOCTH

PaboTHukn YUB B pamkax ncnofHeHud TpeboBaHui PermameHTa HeCyT OTBETCTBEHHOCTb

3a:

- cornacoBaHne [JocTyna npeacrtaBuTendm KoHTpareHToB K UT-uHdpacTpykType
O6uwecTBa;

- paspaboTKy Mep, HOPMAaTMBHbIX [OOKYMEHTOB U TEXHUYECKMX pPeLUeHURn,
HanpaBMNeHHbIX Ha MUHUMKU3aumio puckos UB; ‘

- naeHTudpuKkaumMio 1 adHanus yrpos Wb, uctouHukoB yrpo3s Wb, ysssumocTen
MHOOPMAaLMOHHBIX PEeCypCcoB, pUCKOB peanusauun yrpos Ub;

- MOHUTOPUHT >KYpHANoB MHMOPMAUMOHHON 6e30nacHoCTU (KypHanoB ceTeBbIX
cobbITUN, OEeACTBMI NoNb3oBaTenen U agMMHUCTPATOPOB NHPOPMALIMOHHBLIX CUCTEM, XXYpHarnoB
aHTUBMPYCHbIX Npunoxenun), SIEM-cucrem u 1. n.;

- BbISIBIIEHWE, OPraHn3aumio paccneaoBaHusi U NMKBUZaunio niunaexTos Mb;

- KOHTPONb UCNONHEHNs NpeacTaBUTENsAMU KOHTpareHToB TpeboBaHui PernameHnTa
1 MHBIX HOPMAaTUBHbIX AoKyMeHToB ObwecTBa B obnactu UB;

— cornacoBaHve MCKMoveHUn u3 obnactn gencteus MNMonnutukn MHGOPMaLMOHHON
6e3onacHocTy;

- OCYLLECTBINEHNE KOMMYHUKALUU C KOHTpareHTamu no Borpocam UB oT nmeHn
O6uwecTBa.

2.3. YnpaBneHue MHGPOPMALMOHHBLIX TEXHONOMN

PaboTHuknu YT B pamMkax ucnonHeHus TpedoBaHuin PernameHTa HecyT OTBETCTBEHHOCTb

3a:
- npepocTaBneHne KoHTpareHTam goctyna k UT-ungpactpyktype ObwecTtsa nocrie
nony4venus cornacosaHus YUb;



- KoHdurypauuio UT-aktnsoe ObLecTBa B COOTBETCTBUM C TpeboBaHusivu UB;

- peanusauuio TpebdosaHuid MHGOpMaLnoHHOW GesonacHocTM B UT-npoektax no
pPasBuUTUIO UHQOPMAaLMOHHOW WH(PPACTPYKTYpbl, a Takke No pa3paboTke U BHEAPEHUID
NH(OPMaLMOHHBIX CUCTEM;

- peanusauuio KOPPEKTUPYHLLUX MeponpuaTui nNo pesynstatam ayguta Ub;

- npegocraeneHne TpebyeMbix AOKYMEHTOB M MWHopMauuMn gns npoBeneHus
naeHTnpmnkauumn n oleHkn puckos UB;

- COoAlenCTBUE B paccnefoBaHUW UHLUOEHTOB MHGOPMaLMOHHOM 6e30nacHOCTH.

2.4. NoppaspeneHue-kypatop OOWecTBa, OTBETCTBEHHOE 3a 3aKMOvYeHue
porosopa

PykosoauTenb nogpasaeneHnsa-kyparopa U OTBETCTBEHHbIE UCMONHUTENW MO JOroBopyY B
pamkax ucnonHeHns TpeboBaHuit PernaMmeHTa HeCyT OTBETCTBEHHOCTb 3a:

- BKIMIOYEHUE  MONOXeHun o cobniogeHun  TpebosaHunm PernameHta u
OTBETCTBEHHOCTU 3a UX HapylleHue (B COOTBETCTBMU C MPUITOXKEHUEM) BO BCe OOrOBOPbI,
AONOSNHUTENbHbIE  COMMalleHWsi U WHble [AOKYMEHTbl, YCTaHaBnuBallMe KOMMepYecKue
OTHOLLIEHUs1 CTOPOH, ecrnv B3auMoAencTBME CTOPOH npeanonaraeTt nonyvyeHne pocryna k UT-
nHdppacTpyktype OO6LiecTBa B KakOM-Nnbo Buge (NpuUbbLITUE MpeacTaBUTENst KOHTpareHTa Ha
ob6bekT ObLlecTBa AN NnpoBedeHUs paboT, NonyyYeHue yaaneHHoro goctyna u T. 4.).

2.5. OTBeTCTBEHHOCTb 3a HeucrnomnHeHue PernameHTa

HapylieHne koHTpareHToM Tpe6GoBaHuin PernameHTa MoOXeT ObITb BLIPaXKEHO Kak B hopme
AEUCTBUA, Tak n 6e3gencTeus.

Hapywexue unn HesbinonHeHwe KoHTpareHTOM TpebGoBaHuit PernameHta sBnseTcs
HeHaanexawum ncrionHeHnem OorosopHbIx 0683aTenbCTB U BNeYeT 3a coboi nocneacTsys B
BUAE NPUMEHEHUS K KOHTpareHTy CaHKUU, 8 UMEHHO:

- npepgocrepexeHns (TpeboBaHNs NpekpaTuTb HapyLleHne NonoXxeHun PernameHTta
B CPOK, yKasaHHbIn OblecTsom);

- witpada B pasmepe 200 000 (aBecTu Thicsy) pybneii 3a kaxkablid akT HapyLieHus
NN HEeBLIMOSTHEHNA TpebosaHuin PernameHTa;

- pacTop)KeHusa Oorosopa. v

B cnyyae HeBbInonHeHus TpeboBaHUn NpepocTepeeHust (He YCTpaHeHUs! BbISIBNEHHOTO
HapyLleHNsi) B yKasaHHbIA CPOK, B Cry4yae BbiSIBMEHUs NMOBTOPHOIrO HapylueHUs TpeGoBaHuii
PernameHTa, a Takxe B cny4ae, korga yiep6, Bol3BaHHbIA AaHHBbIM COGBLITUEM, NMPEBbICUN OAUH
MUNIMoH py6nen, Ob6wecTso BNpasBe B OAHOCTOPOHHEM BHeCyneOHOM MopsaKke OTKasaThest
OT UCMONHEeHNsA [0roBopa, 3aKMYEHHOTO C KOHTpareHToM, W noTpeboBaTb KoMneHcauuu
Bbi3BaHHbIX MpekpalieHem gorosopa ybuiTko. [oroBop OyaeT cuuTaThecs NpekpalleHHbIM
C MOoMeHTa HanpasnexHus OO6LEeCTBOM B afpec KOHTpareHta yBedoMIleHuss o6 oOTkase oOT
A0roBopa;

- 3anpeTta fanbHeulux KOMMepYeckux OoTHoweHuin ¢ OO6uwecTBom (BHeceHue B
«YepPHbIA CMIUCOKY).

Bua npuMeHsieMbIX CaHKUUA B KaxgoMm crnydvae onpefensieTcsi Ha OCHOBaHWUM pelueHust
O6LwecTBa 1 B COOTBETCTBUM C NOSIOKEHNUSIMU 4OTOBOPOB, AOMONHUTENbLHBIX COrMaLLEHWA U UHbIX
AOKYMEHTOB, pernameHTUpyoLmnX OTHOLIEHMS KOHTpareHTa n ObulecTsa.

B cnyyae BbisBNeHus hakta HapyLleHUsi UM HeBLINONMHEHUA TpebosaHuii PernamenTta
coTpyaHukamu YUB coctaBnsieTcs akT, B KOTOPOM (PUKCUPYIOTCS:

- Aara u Bpemst HapyLUeHUs; :

- OonucaHue BbISIBNEHHOIO COBbLITUS;

- Homepa nyHkToB PernameHTa, KOTOpbie ObiIN HapyLLEHbI U He BbIMOJHEHbI;

- n1uo, AonycTuBLLEE HapYLUEHUE UM HEBLIMONHEHNE PernameHTa;

- CPOK yCTpaHeHWs1 BbIBIIEHHOIrO HapyLLEHUS;



- nocnenctens (ywep6), BblsBaHHbIE aHHBIM COOLITUEM;

- CaHKUMS, KOTopasi NOANEXUT NPUMEHEHUIO K KOHTPareHTy.

JK3eMNIIApbl aKTa HanpaensAlTCA KOHTpPareHTy U PyKOBOOUTENO nNoapasfaeneHusi-
KypaTopa, OOLecTBOM MPUHMMAETCH peLueHWe O Xxapaktepe (Buae) CaHKumii B OTHOLUEHUM
KOHTpareHTa, JOMYCTUBLUErO HAPYLLEHNE UMK HEBbINONHEHUE PernameHTa.

KoHTpareHT 06si3aH B CpOK, yKka3aHHbI B akTe, YCTPaHUTh BbISIBMIEHHLIE HAapyLUEHWUs U
HanpasuTb B agpec ObLWecTBa OoTBET 00 yCTpaHeHUW HapylweHusi. HapylieHne KOHTpareHToM
TpeboBaHUA aKkTa B4YaCTU CpoKa YCTPAHEHUS1 HapyLeHWs SIBNSIETCS OCHOBaHWEM [risi
NPUMEHEHNS OPYrMX CaHKUUI B COOTBETCTBUK C PernameHToMm.

B cnyyae npumeHeHus wrpadHbIX CaHKLMIM cpok onnaTtbkl coctasnseTt 10 pabounx gHen ¢
MOMEHTa MOIly4YEHNs] KOHTPAreHTOM akTa O BbiIBNEHHOM HapyleHuun. B cnyvae oTcytcTBus
onnatbl WTpada OO6LWecTBO ocTaBnseT 3a co60M NPaBoO B OAHOCTOPOHHEM MOPSIAKE yaepXKaTb
CyMMy wWiTpadia Npu BbINOSTHEHWUM ONNaTbl N0 4OrOBOPY.

3. OCHOBHbIE TPEEOBAHUA UHOOPMALMOHHOW BE3OMNACHOCTHU
3.1. TpebGoBaHuA K ynpaBneHUo Y4eTHLIMU 3anUcsiMU Nonb3oBaTerneu

3.1.1. Kaxgbivi nonb3oBaTesib 4OMKEH MMEeTb OOUH YHUKANbHbLIA OeHTUMUKATOP (NOrUH),
KOTOpPbIA UCNONb3yeTcs MM AN Aoctyna K WMHEGOPMAUMOHHBbIM akTUBaM. YYeTHast 3anucb
nonb3oBartens, co3faBaemMas ans pabdboTbl KOHTPAreHToB, AOMKHA UMETb OrPaHUYEHHbIN CPOK
AencTeus, cornacyemoiin YB.

3.1.2. lNpepgocTaeneHne 4OCTyNa KOHTPAreHTOB K MHGOPMaLUOHHBIM akTuBaM OOLecTBa
OOIMKHO BLINONHATLCH HA OCHOBaHUM 3anNpoca PyKOBOAUTENS OpraHM3alLm nocne cornacosBaHns
3anpoca pykosoacteom YMB. B gaHHOM 3anpoce KOHTpareHT o6sizaH nepegartb cregylowme
cBeeHUst 0 paboTHUKAX, [N KOTOPLIX 3arnpaLimBaeTcsl 4OCTYI:

- 0.1.0,;

—  [OOJDKHOCTL;

— ajpec 3NeKTPOHHOM MOYThI;

— KOHTakKTHbIN HOMep TenedoHa;

— onucaHue OOMKHOCTHbLIX 00A3aHHOCTel / 060CHOBaHMe He06X0AMMOCTY A4OCTyNa.

3.1.3. Heobxogumbim ycnoBuem AnNsi COrMacoBaHWs A0CTyNa K WHEGOPMaUUOHHBLIM
aktuam ObwecTBa sBNSETCs NpeaBapuTeNnbHOEe MoanuMcaHne KoHTpareHToMm CornaweHns o
HepasrnaweHun KoHdugeHumnansHo uHdopmauun (NDA) no dopme OO6LiecTBa, a Takke
cornacue cobnogatb TpeboBaHus HacTosiLero PernameHTa 1 HECTU OTBETCTBEHHOCTbL B Criydae
HapyLleHUsa nonoxeHuin PernameHTa. ‘

3.1.4. PaboTta nonb3oBaTtenen ¢ cucremamu JIBC gomkHa npousBoaUTLCH TONbKO C
NCMONbL3OBAHUEM [LOOMEHHBLIX YYeTHbIX 3anucel. WcknioveHMeM SABISAIOTCA CepBUCHl, rae
UCNOrb30BaHUE [OOMEHHbIX YYETHbIX 3anmncen TeXHUYEeCKM HEeBO3MOXHO. 3anpeujaetcs
UCNOrb30BaHUe NoKamnbHbLIX YYE€THbLIX 3arucei nosib3oBaTernen, 3a WCKIYEHUEM Cryvaes
npoBegeHUsa paboT NO HaCTPONKe UnNn ycTpaHeHuto Henonagok B pabote MO.

3.1.5. Kaxgbin nonb3oBatenb 00s3aH OCyWecTBAATL JOCTYN K WMHE(OPMAaUUOHHLIM
aktueam OOLlecTBa TONMbKO ¢ UCNOMB3OBaHUEM NIMYHON yYeTHON 3anucu. [Nepegada goctyna K
CBOEW YY4eTHOW 3anucy apyruMm nuuam CTporo sanpeLueHa.

3.1.6. B obwem cnyyae ucnonb3oBaHWe npaB foKanbHOro agMuHucTpartopa
npeacTaBUTENsIMU KOHTPareHToB 3anpeLueHo. Npaea nokanbHOro agMMHMcTpaTopa MoryT 6biTb
BblJaHbl y4ETHOI 3anucuK Nonb3oBaTens B criyvyae Hanuyins npou3BoacTBEHHOW HEOOX0ANUMOCTHU
¥ no cornacoBaHuto ¢ YUb.

3.1.7. Vcnonb3oBaHue «rocTeBbiX» YYeTHbIX 3anucen (y4eTHbiX 3anucen 6e3 napons) ons
aoctyna Kk UT-nHdppacTpykType He JOonycKaeTcs.

3.1.8. JocTtyn ko BceMm pecypcam W cepBucaM NPedoOCTaBMAETCAs B COOTBETCTBUM C
NPUHUUNOM MUHUMATBHOW HEOBX0ANMOCTH.



3.1.9. 3anpelyaeTca caMOCTOATENbHOE MOBbILLIEHUE NPUBUMETNIA, @ TAKKE UHbIE METOAb!
HeCaHKLMOHUPOBaHHOTO paclMpeHUst 4OCTYMNOB Y4EeTHOW 3anucu.

3.1.10. YueTHas 3anucb nonb3oBaTensl MNoOAJIEXWUT OTKIMHOYEHUID B CIEAyRLLNX
cnyyasx:

- Hanu4ve npusHakos uHuuaeHta Vb, satparusatowux nonb3oBaTens;

- oTCcyTCTBME BXOAOB B cepBuchbl UT-uHdpacTpykTypsl ObwecTtsa 3a nocnegHue 2
Mecsaua;

- yBe[JOMINeHne KOHTpareHTa o npekpaLlleHnn 4ocTyna ero npeacTaBuTento;

- 3aBeplueHue paboT no npoekTy, AN KOTOPOro BelAaBancs SOCTY.

3.2. TpeboBaHusA K NaponbHOMK 3aWuTe

3.2.1. NepBoHayarnbHbIN Naporb K y4ETHOW 3anucu reHepupyetcst pabotHukammn YUT u
nepepaetcs koHTpareHTy no CMC, B 3alLMLLEHHBIX MECCeHXepaXx, rofIOCOBOM CBA3bI0 G0 npu
nu4Hou BeTpeye. 3anpellaeTca nepegada naponei no aNeKTPOHHON MoYTe UMK Yepes TpeTbUX
nuy. MNMonbsoBatens 06583aH CMEHUTL MOMyYEHHbIN Maporb NPY NEPBOM BXOAE B CUCTEMY.

3.2.2. MNaponb K y4eTHOM 3anucu nonb3oBaTens AOMKEH Y4OBMNEeTBOPsiTb CReayrLLUMm
TpeboBaHusM:

- AnvHa He meHee 12 CMMBONOB;

- AOIMKEH colepXaTh 3arraBHbie U CTPOYHbIE GYKBbI, LMMPLI, a TakkKe cneyuarnbHble
CUMBOSbI;

- (@#S % & ()-_+=~[1{}\:;""<>,.?/)

- He OorkKeH coBnagath CO CNoBapHbIMU CrioBamMu, a Takke coaepXaTb JIM4YHble
AaHHbie NoNb3oBaTens, KOTopblie Bbl N03BONANU BbIMUCIUTL 3HAYEHUE NaPOIs, HanpuMep:

- ®. U. O., Homepa TenedoHoB, NamsaTHbIE AaThl (AHU POXOEHUS U T. 4.);

- nocrnegoBaTenbHO pPAacnoioXeHHble Ha kKnasmatype cumBonbl («12345678»,
«QWERTY», ut. 0.);

- 06LIenNpPUHATBLIE TEPMUHBI U cokpalueHusi («USER», « TEST», «<ADMIN» u T. n.);

- napornb He [OMKeH coenagatb C NOcnegoBaTeNibHOCTSIMA — CUMBOJIOB,
ncnonb3oBaHHbIX B KadecTBe 10 npegbigylivx napornen nonb3oBaTtensi K JOMEHHOW y4eTHOM
3anucuy;

- naponb K JOMEHHOW Yy4eTHOW 3anucu He [OOIKEH coBnadate C MNaponsmMu,
ucnonb3yeMbiMM nosfb3oBaTenem Ansa goctyna K OpyrM cuctemam (Hanpumep, SoMallHUN
WHTepHeT, BecnnaTHas aneKkTpoHHas noyta, hopyMbl U T. .).

3.2.3. CmeHa naponei JomkHa NpoOU3BOAUTLECA He pexe odHoro pasa B 90 gHeln.

3.2.4. B cnyyae BBOAa HenpasunbHoro naponst 10 pa3 nogdpsig ydeTHas 3anuch
nonb3oBareris GrnokMpyeTcs 4O pacCMOTPEHMS! NPUYMH BroKMPoBKU paboTHukamu YUB.

3.2.5. lNonb3oBaTenam 3anpellaeTcs nepegaya naporieit OT CBOMX YYETHbIX 3anucemn
TPEeTbUM fuLam B KakoM-nubo suae.

3.2.6. 3anpelwaeTca xpaHWTb naponu (cepTudmkaTtbl, KMYM AOCTyna M T. A.) Ha
ByMaxHbIX HOCUTENAX Y Ha SNEKTPOHHLIX HOCUTENSAX B OTKPLITOM BUAE, T. €. 63 ncnonb3oBaHus
CPEACTB LWnppoBaHNS, B HaCTHOCTU, 3anpPeELLEHO XpaHeHue naponeit B TeKCTOBLbIX dhainax u
OOKyMEHTax.

3.2.7. 3anpewaeTtcs nepefasaTth naponu (ceptudpmkaThbl, Knouu AocTyna v T. f.) B
OTKPLITOM BuAe, T.e. 6Ge3 MCrnonb3oBaHWs cpeacTB WKUGPOBAHUS, B YaCTHOCTU, CTPOro
3anpeLleHa nepeaaya napornen B TEKCTE COOBLUEHMIA SMIEKTPOHHONW NOYTHI.

3.2.8. B cnyyae nucnonssosaHusi N0 nnu o6opyaoBaHusi, KOTOPOe NocTaBnsieTcs BMecTe
CO CTaHAapTHLIMU Napornamu, 3agaHHbIMU NPOU3BOAUTENEM, YTONTHOMOYEHHbIE NpeacTaBuTeNu
KOHTpareHTa U3MEHSI0T Takue Naponu Ha CnyvyanHo CreHeprpoBaHHbIE M YOOBMEeTBOPSoLINe
TpebosaHuam Ub, nocne yero coobLialoT Naponb YNomHOMOYEHHbIM paGoTHukam YUT.

3.2,9. PekomeHyeTcs XpaHWTb Mapomu B chneuvanuavpoBaHHoM 1O (MeHemkepax
naponen), Hanpumep, KeePass.



3.2.10. 3anpewjaetca MCMonb3oBaTh Naponu B aHKETHLIX Onpocax, HamekaTb Ha
dopmat naporen, HasblBaTh UX B MPUCYTCTBUM MOCTOPOHHUX NULL, OTBEYaThb Ha Nodble 3anpochl
B OTHOLLEHMM Naporien, a Takke BBOAUTb MApOSM OT CYXeOHbIX y4eTHbIX 3anMcer Ha Kakux-
nnMbo CTOPOHHUX pecypcax.

3.211. MNonb3oBaTensm  3anpeljaeTcs  ycraHaenueaTb W UCMNOMb30BaTb
O4MHaKoBble Naponn Ana Aoctyna K pasnuyHbiM MHGOPMaLMOHHLIM akTueam OO6LiecTBa, 3a
UCKIIOYEeHUeM cry4aes Ucrnonb3oBaHns eAnHoON (QOMEHHON) Y4ETHON 3anncu.

3.2.12. [Onsa CcHWXeHus1 pUCKOB BO3HWKHOBEHMS wuHUuaeHtoB B nonb3oBatenu
06s13aHbI:

- B Cny4ae MNoJo3peHus Ha TO, YTO Naporib OT YYETHOW 3anucu crtan U3BecTeH
TPeTbMM Nnuuam, He3aMearnUTENbHOW MOMEHATb Naponb U COOBWMTL O BO3MOXHOM (hakTe
KoMnpomeTauum yyeTHoi 3anucn B YUMB, a Takke cBoeMy HerlocpegcTBEHHOMY PYKOBOOUTENIO;

- B CIny4ae rnony4eHus oT Koro-nubo npocbobbl COOBLMTEL NAPOSb OT YY4ETHOM 3anucu
He3aMeanuTensHo coobLmTh 0 cryymBluemcst B YUB;

- He3amMme[nUTErNbHO MEHATL NapOorb K CBOEN y4eTHOW 3anncu no tpebosaHuio YUB.

3.3. TpeboBaHusA NO NCNOJNIb30OBaAHUIO TEXHONOrNUI yaaneHHOro gocryna

3.3.1. YganeHHblh JOCTyn NpeaocTaBnsaAeTCa KOHTpareHTaM Ha OCHOBaHWM 3arnpoca
pykoBoguUTESNA opraHM3auumn nocne cornacoBaHus 3anpoca pykosoacteom YUB. 3anpoc gonmker
cogepxaTtb 060cHOBaHWE HEOOXOAMMOCTU yaaneHHoro A0CTyna Ans KaXaoro nonb30Barternsi.

3.3.2. Bce yganeHHble nogkniodeHus Kk JIBC O6wectBa [OMKHbI OCYLLECTBNATLCA C
ncrnonb3osaHnem texHonornm VPN, goctynHeix npoTtokonos IPSec, L2TP over IPSec unu SSL.
HomkHa obecneumnsaTtbca AByXdraKTOpHAs ayTeHTU(UKaLMa nonb3oBaTenen npu yaaneHHOM
aoctyne K JIBC ¢ Ucrnonb3oBaHMEM 3aLLUULLEHHbIX NPOTOKOMNOB aBTOpPMU3aLnu.

3.3.3. YpaneHHblh [OCTyn npegocTaBnsieTcss MNonb3oBaTensmM B COOTBETCTBUM C
NPUHLUNOM MUHUMATNBHOW HEOOGX0AUMOCTH.

3.3.4. lNpu npepocTtasneHUn ypaneHHOro AOCTyna ANS Kax4oro nonb3oBatens unum
rpynnel nNonb3oBatenen OorkHa ObiTb HAcTpoeHa nonutuka 6e3onacHoCTU, onpegensitolas
nepeyeHs akTMeos O6LLECTBa, K KOTOPbIM NPEAOCTaBNATCA AOCTYM, U NpaBa gocTyna.

3.3.5. Bce ycrtponcrBa, vcnonbsyemble AnsA yoaneHHOro [ocCTyna, AOMMKHbI UMETb
cpencrtea 3aluThl, BKMAOHaLWMWE aHTUBUPYCHLIE pPELUEHUsl, MEXCETEBbIE 3KPaHbl, CUCTEMbI
oBHapy>XeHWsi BTOPXXEHWUIA, a TakKe CPeACTBA KOHTPONS NPUINOXEHUIA U YCTPOUCTB.

3.3.6. 3anpelwiaetcs nepepasaTbh YnNpaBneHWe yaaneHHbIM COoeAWHEHUEM TpeTbUM
nuuam.

3.3.7. YpaneHHoe ynpaeneHue pabouyMMu CTaHUMSIMU U CepBepamu, HaxoasLWMMUCS B
JIBC O6uwecTsa, ocyuecTsnsieTcs npy nomoium npotokona RDP 1 cooTBETCTBYOWNX YTUNUT,
BXOASLLNX B COCTaB onepaumoHHon cuctembl Microsoft Windows. [ns Unix-noaoGHbIx cuctem
o653aTenbLHO UCnonbL3oBaHWe NpoTokona SSH ¢ aBTopusaumer no cepTudukary.

3.3.8. Ctporo  3anpeliaeTca  UCMONb30BaHWE  CTOPOHHUX  YTUMUT  yaaneHHoro
agmuHuctpuposanma (RAT), Takmx kak TeamViewer, RemoteUtilities, RMS, RAdmin,
AmmyyAdmin n 1. n. UcknwyeHnem aBnswTCA Criydyaum, Korga Ucnonb3oBaHWe TakuxX YTUNUT
cornacosaHo pykosoactsom YUB. ‘

3.3.9. lNpu ypaneHHOM ynpasneHnn cuctemamy, sxogsdwmmu B JIBC OOwectea,
3anpeuieHo KonupoBaHue UHOPMaLIMK Ha NINYHbLIE YCTPOWCTBA.

3.4. TpeboBaHua no cpusnyeckon 0Oe30NaCHOCTU NOMELIEHUA OOPaAdOTKM
nHdopmaumu

3.41. B cnydyae HeoOXOOUMOCTM MONyvYeHMs [ocTyna B NOMeLleHus o006paboTku
nHopMauumn (LeHTpbl 06pPaboTKM AaHHbLIX, KPOCCOBLIE U T. M.) NPEeACTaBUTENSAM KOHTpareHTa
pykoBoguTENb OpraHuM3auuu [JoSmkeH 3apaHee (He MeHee 4Yem 3a 3 pabouumx JHA OO
nnaHvpyemMon gaTel Hadana paboT) HanpaBuTb B O6LLECTBO NMCbMO, B KOTOPOM yKasaTb:
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- nepedyeHb MOMELLEHUA, B KOTOpble Heobxoaum [OCTYN, a Takke COcCTaB
NPOBOAUMbIX PaboT;

- AaTy n Bpemsi Hayana paboT, a Takke UX NPOAOIKUTENbHOCTb;

- CNUCOK nui, KoTopbiM TpebyeTca gmoctyn B nomelweHus:: ©.1.0., nacnopTHble
AaHHble, JOIMKHOCTN, afpeca NeKTPOHHON NOYTLI U KOHTaKTHbIe HoMepa TenedOHOB;

- CMUCOK TEXHUKKW, BHOCUMOW Ha TeppuTopnio O0WwecTBa: Mapka, Moaenb, CEPUIAHBINA
W UHBEHTAapPHLIW HOMED.

3.4.2. [loctyn B nomeweHuss obpaboTkm uWHpopMauun pomkeH ObiTh corrnacoBaH
pykosoacTBoM YUB n ocyLecTBNATLCA B CONPOBOXAEHUUN COTPYAHUKOB CMYXGbl OXpaHbi.

3.4.3. Vcnonb3oBaHne ¢oTO-, BUAEO-, ayaMoO- U WHOW 3anucbiBalOWen TexHUKU
(Hanpumep, oTo-, BUAEOKaMep, BCTPOEHHbIX B MOOUNbHbIE TenedoHbl) nMpu pabote B
nomMeLleHusax obpaboTkn nHcopmauum 6e3 paspelueHus YUB sanpelueHo.

3.5. TpeboBaHua no ucnonb3oeaHuio UT-uHdpacTpykTypbl O6WecTBa

3.5.1. lNpu pabote c ceTtblo UHTEpPHET U3 ceTelt OBWECTBA KOHTPAreHTaMm 3aripeLueHo
CKauMBaTb W yCTaHaBnMBaTh MporpamMmHoe obecnedeHue Ha pabouve CTaHuuum 1 cepsepsi
O6wecTBa 6e3 cornacoeaHusa ¢ YUB.

3.5.2. Npu pabGote ¢ ceTbio WUHTepHeT ¢ wucnonb3oBaHuem akTuBoB O6LlecTBa
KOHTpareHTaMm 3anpelleHo nocewatb Beb-pecypcbl, He WUMelLlMe HernocpeacTBeHHOro
OTHOLWeEHNs1 K paboTte. [eATensHOCTb KOHTpareHToB npu paGoTe B ceTu UHTepHET MoxeT
KOHTPONUPOBaTbLCA, MPOTOKONMPOBaTLCA U NEPUOOUYECKM MPOBEPATLCS YNONHOMOYEHHLIMU
paboTHukamu YUB. Ucnonb3oBaHue uHOPMaUMOHHLIX pecypcoB OBLLECTBa KOHTPareHTom
O3HavaeT cornacue c Tem, 41O 3a ero AeATeNbHOCTLIO OCYLLECTBNSAETCS KOHTPOMb.

3.5.3. Npu pabote c ceTblo WMHTepHeT ¢ wucnonb3oBaHMeM akTuoB OO6WecTBa
KOHTpareHTam 3anpeLleHo nepechinars U/unuM pasmellatb Ha BHEWHUX pecypcax (nyGnuuHbIxX
dannosblx cepsepax, dopymax U T. A4.) KoHPmuaeHumansHyto uHdopmMauuio OO6LiecTBa, B
YacTHOCTW, CBEOEHUs, COCTaBMSAKLWNE KOMMEPYECKYD TalHy, nepcoHarnbHble [AaHHbIE,
XpaHuMble u obpabaTsiBaemble B JIBC, a Takke KOHTaKTHble AiaHHble paGoTHukos ObLiecTra.

3.5.4. Npu pabote ¢ ceTbio VHTEPHET KOHTpareHTaM 3arpelleHO WCMonb3oBaHue
coumanbHbIX ceTen, CUCTEM MIHOBEHHOro obmeHa coobLlueHusiMU (MECCEHMKEPOB) N APYrnx
CpencTB KOMMYHUKaLUK, NPUMEHEHNE KOTOPLIX HE cornacoBaHo ¢ YWb.

3.5.5. lpu pabote ¢ WUT-uHdpacTpyktypon OO6uecTBa KOHTpareHTaMm 3arnpelleHo
UCTONb30BaHUE BbIYUCMUTENbLHBLIX pecypcoB OO6WwectBa B LEnsX MOMNyYeHUss FUYHOM
MaTepuanbHOW BLIFOAbI, HanpuMep, OCYLUECTBNEHWE TOProBbiIX oOnepauui, MalHWHra
KpUNTOBanioT U T. 4.

3.5.6. [lonyckaeTca mcnonb3oBaHWe TOMbKO MOAKIOYEHUS K ceTu WVIHTepHeT, KoTopoe
npegocraendeTca cotpyaHukamu YUT. 3anpewaetca NCnonb3oBaHne CTOPOHHUX NPOrpaMmmMHo-
annaparHbIX peleHn Ana gocTyrna K BHELWHUM ceTam, Hanpumep, 3G-moaemos, LTE-mogemoB
nT.n.

3.5.7. KoHTpareHTam 3anpeliaetcs camocTtositensHo (6e3 cornacosaHusi ¢ YUT u YUB)
BHOCUTbL WU3MEHEHUSI B CETeBble HACTPOWKM CepBepoB U paboymx cTaHuuit, B 4acCTHOCTW,
U3MeHSATb HacTporku IP-agpecos n mapLupyTnsaunm ceteBoro Tpaduka.

3.5.8. lNpu pabote c UT-uHdpactpyktyponn OOLecTBa KOHTpareHTam 3anpellaeTcs
pasMellatb KW nepeasatb YrpOXaloLylo, KNEeBETHUYECKY, HEenpuUCTOMHYK WHgopMauumio, a
Takke Noby MHYIO MHDOPMaLMIO, HAPYLLAOLYI0 HOPMbI SEeNCTBYHOLWEro 3akoHoAaTenbCcTBa
Poccuiickon  ®epepaumn. Takke 3anpewaetca nocewartb BeG-pecypcbl, cogepxaline
yKasaHHbl€ TUMbl MHOpMaLun.

3.5.9. lpu nepepaye KoHpuaeHUManLHON uHOpMaUUM (KOMMEPYECKOW TalHbl,
MepcoHanbHbIX AaHHbIX W T. g.) 4Yepe3 CoobLLEeHMS OSMEKTPOHHOW MOYThl KOHTpareHTam
Heobxo4MMO MCMonb3oBaTh cpeacTea LWNPOBaHUS.
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3.5.10. 3anpelaercs nepegada NMOYTOBbIX BIIOXKEHUN, ABNSAOLLNXCA
nucnonHsaemMbIMu pannamm, a Takke apxXmMBOoB, COAEPXKaLLUX UCNONHAeMble dpaiinkl. B yacTHocTH,
peyb NAET o hainax ¢ pacumpeHusmu .exe, .dll, .sys, .scr, .pif, .js, .cmd, .bat, .ps1 u 1. n.

3.5.11. 3anpeLuaeTcs yCTaHOBKa YCTapEBLUMX BEPCUI NPorpamMmMHoro obecnevyeHus,
B 0co6eHHocTU Bepcuii MO, CHATLIX C NOAAEPXKKU MPOU3BOAUTENEM, B TOM YMCTIe OnepaLMoHHbIX
cucteM. WUcknioveHue cocTaBnsiloT chnydaum, Korga ycTaHoBKa onpegenéHHon sepcum MO
Bbl3BaHa NPoOU3BOLACTBEHHOW HEOOXO0OMMOCTbIO U cornacoBaHa YWUB.

3.6. Tpe6oBaHuss NO MCNONbL3OBaHMK CbEMHbLIX HOCUTENEei U NOPTATUBHLIX
YCTPOUCTB

3.6.1. Ncnonb3oBaHWe KOHTpareHTamMm CbEMHBIX HOCUTEnei WHopMaLMKU, Takux Kak
(bn3LW-KapThi, CheMHbIE U BHELLHUE XeCcTkue Ancky, kapTel namsitn (SD, CF, MemoryStick u ap.),
CD/DVD-R/W, mMarHMToonTM4eckux AUCKOB, MOAKMIOYAEMbIX BHELUHUX YCTPOIMCTB (HOYTOYKOB,
PDA, cmaptdoHoB) 1 agp. npu pabote ¢ UT-uHdpactpyktypoir ObulectBa OOMKHO ObiTb
cornacosaHo ¢ YVb.

3.6.2. 3anpellaeTca KonMMpoBaHWe KOHUAEHUMaNbLHOW MHopMaLuy (KoMMepYeckon
TanHbl, NEepcoHanbHbIX AaHHLIX M T. 4.) ObwecTBa Ha CbeMHble HOCUTENU, MpUHaanexaliue
KOHTpareHTy. .

3.6.3. Bce Hocutenu uHopmMaumMuM U NOpPTATUBHBIE YCTPOMCTBA, BHOCUMbIE
KOHTpareHTamu Ha o6bekTbl O6LecTBa, OMKHbLI ObiTe YYTEHBI B CeUMarbHOM KHUre ydeTa, a
NX BHOC OpraHM3oBaH cornacHo npoueaype, onucaHHou B pasgene 3.4. .

3.6.4. Bce HocuTenu nHdopMaumm 1 UHble SNEKTPOHHbLIE YCTPOMCTBA, NoaKnioyYaemMble K
NBC, pomkHbl BbITb NPOCKaHMPOBaHb! aHTUBUPYCHBLIM O Ha NpegMeT HanuuKa BPEAOHOCHOro
Mno.

3.6.5. Bce nopTatuBHbIE YCTPOACTBA, BHOCUMbIE KOHTpareHTamu Ha o6bekTbl ObLecTsa,
AOMKHbI UMETb YCTaHoBreHHoe aHTuBMpYycHoe N0 ¢ akTyansbHbIMU BEPCUSAMU aHTUBUPYCHbIX 6a3
1 NPOrpamMMHbIX MOAYIEN.

3.6.6. Ha Bce noprtatuMBHbie YCTPOWCTBA, BHOCUMbIE KOHTPareHTaMu Ha OGbEeKTb
O6wecTBa, AOMKHbI BbiTh YCTaHOBNEHbLI OOHOBNEHUA Ge30MacHOCTU ONepaunoOHHbLIX CUCTEM U
npuknagHoro MoO.

3.7. TpeboBaHMUA N0 UCNONIb3OBaAHUIO 0GNAYHbIX CEPBUCOB

3.7.1. [lna obmeHa wHdoOpMaumen wmexagy KkoHTpareHTamu u  OGLIEeCTBOM MOryT
ncnonb3oBaTbes 06rayHbIe cepBUCh, Takme kak xpaHunuiie NextCloud u nnatdopma Microsoft
Project. peacraButenam KoHTpareHTa MOryT GbiTb CO3AaHbl NoKanbHble YYETHble 3anucu B
cepeuce NextCloud v npegocTtaBneH JOCTyn K AWpekTopusiM paboTHukoB O6wectsa no
corrnacoBaHuio ¢ Brnagensuem gupexktopun u YUB.

3.7.2, Ina opraHusaumMm [JocTyna KoHTpareHTa K o6radvHoMmy cepBucy paboTHUK
nogpasgeneHns-kyparopa aorkeH cdopMupoBaTh 3asBKy B cuctemy Service Desk ¢ yKasaHmeM
cneyloLnx AaHHbIX NpeacTaBUTens KOHTpareHTa:

- ©UN.0;

—  [AOMMKHOCTb;

— ajpec ANeKTPOHHOW NOYTHI;

— KOHTaKTHbIA HOMep TenegoHa;

—  CMWCOK Nnarnok (AUPEKTOPUIA) U NPOEKTOB, K KOTOPbLIM HEOGX0AUM OOCTY;

— TpebyeMbln ypoBeHb NpaB 4OCTYNa (TONbKO YTEHUE / YTeHUe 1 3anuch);

— OMnucaHue JOMKHOCTHbIX o6a3aHHocTeln / 060CHOBaHNE HEOBX0AMMOCTU JOCTYyna.

O6s3aTtenbHLIM YCnoBUEM ANst COrnacoBaHusl 4OCTyNa K 06nayHoMy CepBucy SBMSAETCS
npegsapuTesibHoe nognucaHue KOHTpareHTom cornawlenus o HepasrnaueHum
KoHduaeHumansHoi nHdopmauumn (NDA) no chopme OBLiecTBa, a Takke corfnacue cobnioaarb
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TpeboBaHUA HacTosiwero PernameHtTa M HeCTU OTBETCTBEHHOCTb B ChyyYae HapylleHus
(HeucnonHeHus) nonoxeHnn PernamexTa.

3.7.3. lNpu paboTte ¢ obnadHbIMK cepBUCaMK 3anpeLlaeTcs pa3mMelleHne BpeaoHOCHOIo
W noteHunanbHo onacHoro [10 W wuHBIX MaTtepuanos, Hapylwawwmx [encTeywee
3akoHogaTtenscTBo Poccurickon degepaumn.

3.7.4. Npu paboTte ¢ obnavyHbIMK CEpBMCaMU 3anpeLLaeTcsi pasMeLleHue NepcoHanbHbIX
AaHHbIX PU3NYECKMX NKLL, a Takke MaTepuaros, cogepXallumx KOMMEPYECKYHO TalHy.

3.7.5. BanpewaeTcs ncnonb3osBaHue obnayvHbIX CEPBMCOB ONA nepegayvn maTepuanos
NNYHOro Xapaktepa, oTo-, BUAEO- UMK UHOWM UHOPMAaLIMK, He OTHOCSILLENCS K OeATENbHOCTH
ObwecTBa. _

3.7.6. B uenax skoHOMUM ONCKOBOMO NPOCTPaHCTBA Nofb3oBaTenu NpoBoasaT NepecmoTp
MH(OPMaLMK, HaXOOALWENCA B MUCMOMNb3YEMbIX UMW AUPEKTOPUAX OBMNayHOro xpaHunuwa, u
yaansioT nHpopmauunio, NOTEPSBLLYIO CBOK aKTyarbHOCTb U YTPATUBLUYIO CBOK LEHHOCTb Ans
BbINOMNHEHUA CryxebHbix 3aaay. lNepecMoTp JOIMKeH NPOBOAUTLCS HE pexe YeM OAMH pas B rog,.

3.7.7. MpepacTtaBuTtensam KOHTpareHTa sanpellaetca nepegaBaTth alnbl, MoNyYeHHble
yepes obrnavHble CePBUCHI, NNLAaM, HE UMEIOLLMM A0CTYNa K COOTBETCTBYIOLLEN AUPEKTOPUN UM
npoekTy. Takke sanpelwaeTca nepegadya ayTeHTUDUKALMOHHBIX JAHHBIX K 06NayHoOMy CepBucy
TPETbLUM NULIaM.

3.7.8. B cnyyae wu3sMeHeHWss OOMKHOCTHbIX 0O6SI3aHHOCTEM WNU  YBOSbHEHUS
npeacTtaBuTeENs KOHTpareHTa ero y4étHasl 3anucb B 0OGnayHOM cepBuce HesamennuTeribHO
GriokupyeTcs.

3.8. TpeGoBaHusa No 3awWuTe OT BPEAOHOCHOro NporpaMMHoro obecrnevyeHus

3.8.1. Bce cepBepbl u pabouse CTaHUMU KOHTpareHTa, C KOTOPbIX OCYLUECTBMAETCA
poctyn Kk UT-undpactpyktype OOwectBa, NpouM3BOauTCS XpaHeHue u obpaboTka AaHHbIX
OO6wwecTBa, a Takke MHblE CUCTEMBI, 3a4eMCTBOBAaHHbIE AN BbINONHEHUs1 paboT Mo 4OroBOPHbLIM
ob6sizaTenscTBaMm ¢ OGLLECTBOM, AOMKHbI ObiTb OCHALLEHbI aHTUBUPYCHBLIM MO.

3.8.2. [lonyckaeTcsi UCNONb30OBaHWE TOMNbKO NUUEH3NOHHBIX aHTUBUPYCHLIX CPEACTB,
NEMMTUMHO 3aKYMNMEHHbIX Y MOCTaBLUMKOB TakKUX MPOrpaMMHbIX M MporpamMmmMHo-annapaTHbIX
KOMMNEKCOB.

3.8.3. AHTMBUpYycHoe [10, wncnonb3yemoe KOHTpareHToOM, JAOIPKHO Bcerga WuMeTb
aKTyarbHble BEPCUU aHTUBUPYCHLIX 6a3 1 NporpamMmMHbIX MOgynen. YCTaHOBNEHHbIE 3aLlUUTHbIE
peLeHNs A0MKHbI Noly4aTh 0OHOBIEHUSI U3 4OCTOBEPHBLIX MCTOUYHUKOB HE PeXe TPEX pas B AeHb.

3.8.4. 3anpewaeTca YacTU4HOE WNM NOMHOE OTKMYeHWe aHTusBupycHoro [0
(BbIKNMIOYEHUE MOAYIEN, OTKIMIOYEHNE 3aLUThl, 3aBeplleHue paboTkl NporpamMmMbl U T. 4.). Takke
3anpeLiaeTcs nsMeHeHne KoHdurypauum aHtusmupycHoro MO, npusogsiiee K CHUXKEHUIO YPOBHS
obecneveHns nHMOpMaLMOHHON Ge3onacHOCTU. HacTpOrKn aHTUBUPYCHBLIX PELUeHWUA OOIPKHbI
BKITIOMATb 9BPUCTUYECKUE WU CUTHATYpPHble MeTogbl OOHapyXeHUsi, aBTOMatu4ecKoe neyeHue
3apaxeHHbIX 0OBLEKTOB, MPOTOKONMPOBaHME COBLITHIA.

3.8.5. He pexe ogHOro pasa B Hegent AOMKHO NPOU3BOAUTLCA aBTomaTmsmposaHHoe
aHTUBMPYCHOE CKaHMPOBaHMe BCEX CEPBEPOB U PabOUYUX CTAHLMIA KOHTPAareHTa.

3.8.6. Npu o6HapyxeHun BpegoHocHoro MO unu gpyrux npusHakos MHUugeHTa UMb Ha
cuctemax, ucnonb3dyemoix B pabote ¢ JIBC ObLiecTBa, a Takke XpaHﬂLLI,I/IX n 0bpabaTbiBalOLLUX
AaHHble ObLLecTBa, KOHTPAreHT 0bs3aH:

— npowuHdgopmuposaTts YUB;

— NpPeKpaTUTb UCMOMNb30OBaHUE 3apPaKEHHON CUCTEMbI (OTKIIOUNTE KOMMBIOTEP OT CETH);

— NPOWH(OPMUPOBaTL HENOCPELCTBEHHOIO PYKOBOAUTENS.

3.9. TpeboBaHusA K BbINONHEHUIO PaBOT Ha ceTeBOM MHppacTpyKkType ObLiecTBa

3.9.1. Co3sgaHue HOBbIX CETEBbIX COeOUHEHUN (NOOKITIOYEHUIA) Mexay CermMeHTaMmn ceTu
K ycTaHoBKa ceTeBoro obopyanosaHus 6e3 cornacoeaHus ¢ YUB 3anpelweHa. Metoabl ceTeBoro
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B3aUMOEWNCTBUSI C BHELWHUMMW CETSIMM OOMKHbl ObiTb cornacoBaHbl ¢ YUB un oTpaxeHb! B
NMPOEKTHOW, a Takke B paboueit JOKyMeHTauumu.

3.9.2. Bce TenekoMMyHMKaLMOHHOE 060pynoBaHue OOMKHO HAXOAUTLCSA B BblAeneHHbIX
3almLaeMblX MOMELLEHUAX WU TENEKOMMYHUKAUUOHHLIX LiKadax, obOopyaoBaHHbLIX B
COOTBETCTBMU C TpeboBaHussMU no cusmyeckon 6GesonacHocTn. Bce Heucnonbayemble
NHTEepencHble NopThl KOMMYHUKALMOHHOIO 060PYA0BaHUS AOMKHbLI ObiTh OTKMHOYEHbI.

3.9.3. Bce kabenu «kabenbHOW CUCTEMbI [OOMKHbI ObITb MPOMNOXEHbl B Kopobax,
hanblunonax/noTonkax WM WHbIM CNOCcoOOM, WCKMIYaKWUMM WX BbiBOL, Hapyxy. Bce
KOMMYTaLMOHHbIE NaHenu [AOMKHbl ObiTb PAacrnonoXeHbl B KOHTPONMUPYEMbIX 3aluuliaeMbX
NOMELLEHUAX UIK 3anupaembix U onnoMOMpoBaHHbLIX LWKadax.

3.9.4. Ha KOMMYyTaUMOHHbLIX NaHensx AOJPKHA HaxoOUTbCA MapKMpOBKa Kabenew B
COOTBETCTBMM C TeKylleln Tabnuuen noaknoyeHu’ u coegmHeHun. TeneKoMMYHUKaLWMOHHOE
obopynosaHue A0IMKHO BbITb NPOMAPKMPOBAHO (HAaNpUMep, HaKnekaMy Ha nepeHein naHenu)
Takum obpasom, 4Tobbl €ro MOXHO ObIfo OAHO3HAYHO WAEHTUULMPOBATL, Hanpumep, Mo
WHBEHTapHOMY HOMeEpY.

3.10. TpeboBaHusa kK 06paboTKe NepCcoHanNbHbIX AaHHbLIX

3.10.1. MNepenava (OocTyn) nepcoHarnbHbIX AaHHbIX OCYLLIECTBMAETCA B MOPSAKe,
YCTaHOBNEHHOM BHYTPeHHUMU JokyMeHTamu O6LecTBa, B COOTBETCTBAU C LENCTBYIOLUUM
3aKkoHoOaTenLCTBOM, pernameHTUpyrowmnm o6pabdoTKy NnepcoHanbHbIX JaHHbIX.

3.10.2. Hoctyn K cucTemMam, coaepxawium nepcoHarnbHbIe JaHHble,
npenocTaBnaeTcs No COrnacoBaHU ¢ PpabOTHMKOM, OTBETCTBEHHbIM 3a [AHHYK CUCTEMY, U
YWB. 3anpoc goctyna ocywecTeBnsieTcs NyTEM HanpaefeHusl 3asiBkiM Yepes cuctemy Service
Desk unu cnyxebHoi sanucku B C3[ DIRECTUM ot paboTtHuka O6LuecTBa, OTBETCTBEHHOro 3a
B3aUMOOENCTBUNE C KOHTPAreHTOM.

3.10.3. Hoctyn K cucremam, cofepxawum nepcoHanbHble  gaHHble,
npeaocTaBnAeTcd B COOTBETCTBUM C MPUHUUNOM MUHUMAMbHbLIX NpuBunernin (oTcyTcTBUeM
M3BLITOYHOCTM MpaB [oCcTyna) Mpy HanNM4YMM MOTUBUPOBAHHOTO oBocHoBaHuUs. O6ocHOBaHKE
AoCTyna [OrkHO BKMNOYaTbL OMNMCaHWe MNOCTaBEHHOW 3afdadun, eé perynspHocTb, a Takke
npecnegyembie Leru.

3.10.4. 3anpelaeTca KOMUMpoBaHUE WU3OLITOUHLIX OIS pPeLleHUsl BbINOMHAEMOM
3agayv nepcoHarnbHbIX AaHHbIX B NOKanbHble XpaHunuiwa (Hocutenu uHcgpopmaumm).
3.10.5. MNocne okoH4aHUsa pPaboTbl CO CKONMUPOBAHHLIMU MEPCOHANbHLIMU SAaHHBIMU

(Mn6o npu NpuocTaHoBke paboTbl Ha ANUTENbHBIA CPOK) CKOMMPOBaHHLIE AaHHbIE AOMKHbI ObITh
yaareHbl N3 NoKanbHOro XpaHunuiua.

3.10.6. 3arpewiaetca xpaHeHne u o6paboTKa nepcoHanbHbIX AaHHbLIX U3 CUCTEM,
Bxogawwmx 8 UT-nndppactpykrypy ObulectBa, Ha cUCTeMbI, He NpuHagnexawmne OGLLeCTBY, B
TOM YUCNE Ha NNYHblE HocUTENU NHOPMaLMM N 06NaYHbIe CePBUCHI, 3a UCKITIOYEHNEM CY4aEeB,
cornacoBaHHbIx YUB, koraa Takme cepBuChbl COOTBETCTBYIOT TPEOOBaHUSAM 3aKoHOAaTeNbLCTBA.

3.10.7. 3anpeluaeTcs MMMOPT MNepcoHarnbHbIX OAHHBLIX B Apyrue cuctembl Ges
cornacosaHust YUB, a Takke Bnagenbua akTuBa, B KOTOPOM XpaHATCA U obpabaTbiBaloTcs
AaHHbIE Ha TEKYLLMA MOMEHT.

3.10.8. 3anpelyaetca 3noynoTpebnaTs BO3MOXHOCTBIO A0CTYMNa K NEepCOHanbHbIM
AaHHLIM WU UCMONb30BaTh UX B NMUYHBLIX Uensix. B cnyyae obpalleHust TpeTbux Ny ¢ npockbamm
0 [OCTyMne K nepcoHarnbHbIM AaHHBIM Heobxoaumo npouHdopmuposats YUB.
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MpunoxeHne

kK PernameHTy ncrnonssoBaHus
NHPOPMALIMOHHBLIX PECYPCOB
000 «NHBeCcTXUMArpO»

OroBopka ans BknoyeHusi B goroeopbl OO0 «MHBecTXMArpo»™:

WcnonHutens? 06sA3aH  BbiNOnHATL  TpebGosaHua  PernmaMeHTa  MCMOMNb3oBaHWS
nHpopmaLmoHHbix pecypcoB OO0 «UHBecTXMMArpoy (ganee — PernamMeHT), GyaeT pasmelleH
Ha oduumanbHoM caiite 3akasumka®: https://investchemagro.ru. CTOpoHbI PYKOBOACTBYHOTCS
pedakunen PernameHTa, OENCTBYIOWEN HA MOMEHT 3akntoyeHns [orosopa / AONONHUTENLHOro
cornauwleHus k [lorosopy*.

MoonuckiBas HacToswwmi gorosop (cornawenue), McnonHutenb noaTBEpXOaeT, udTO
O3HaKOMMUIICA C TEKCTOM PernameHTa nonHOCTLIO, NPUHUMAET Ha cebsl 006s3aTensLCTBa, KOTOpbIe
OTHOCATCS K 00A3aTenbCTBaM KOHTpareHTa B cooTBeTcTBUMM ¢ PernameHToM.  Takke
UcnonHutenb noatBepxpaer, 4TO cormaceH ¢ ycnosusiMM 06  OTBETCTBEHHOCTM,
npeaycMoTpeHHbIMY PernameHToM, cHMTaeT ux copasmepHbIMU U He HapyLUaLWMMK ero npasa
N 3aKOHHbIE UHTEpPECHI.

B cnyyae HapyweHus VcnornHuteneMm obsisaHHOCTEN, NpeaycMOTpeHHbIX PernameHTom,
3akasuuk Bripase NPUMeHUTL K ICNONHUTENd OTBETCTBEHHOCTb, YCTAHOBINEHHYIO PernameHTom.

! Hacrosimas oroBopka o0s3aTelbHa il BKIKOYEHHS BO BCE JIOTOBOPHI, a TakkKe B COITIAINCHUSA O KOH(GHICHIHATLHOCTH,
CTOPOHOM KOTOPHIX sBIsgeTcsd OOIIECTBO ¢ OTPaHUUEHHONH OTBETCTBEHHOCTHIO «UHBeCTXUMATPO». JTOTOBOPEI, COTIAINEHNS,
3aKII0YCHHABIC 10 Hauana JeficTers PermaMeHTa, JOMKHEL ORITE JIOTOJHEHE! YKA3aHHOM OTOBOPKOM IMOCPENCTEOM 3aKIHOYEHUSL
OT/IENBHOTO TOIONHUTENBHOTO COTTAIIEH)S MU MPH 0HOPMIICHUH 0YepeIHOTO JOTNOIHUTEIHHOTO COMJIALIEHHS K JOTOBODY.

2 HanMeHOBaHHe KOHTPAreHTa NPUBOUTCS TAK, KAK YKA3aHO B JOTOBOpPE (MCIIOTHUTEh, TOAPSIIAK, IOCTABIIMK 1 T. 1.).

3 HanmeroBanue OGIIecTBa IPHBOAUTCS TaK, KAK YKA3aHO B JIOTOBOPE (3aKA3UHK, TOKYMATENb U T. 11.).

* Cnenyer ykasath JIoTOBOp MIIHM IONONHHTENBHOE COTJIAlIeHHe K J[OroBopy B 3aBHCHMOCTH OT TOTO, B KaKOH JOKYMEHT

BKJIIOUCHaA OTOBOPKA.
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